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customer’s rights

 Digital content can easily be edited, transformed and 
perfectly reproduced.

 Traditional watermarking techniques combine digital 
watermarking  and fingerprinting.

 seller is responsible for generating and inserting 

digital watermarks.

 A malicious seller can easily frame the buyer
 Therefore,  these techniques do not preserve the 

customer’s rights.

Buyer-Seller Watermarking 
Protocol

 Combines encryption, digital watermarking, 
and fingerprinting.

 Seller and buyer are responsible for 
watermark generation and embedding 

 The first known buyer-seller watermarking 
protocol was introduced by Memon and 
Wong, 2001.
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Buyer-Seller Watermarking 
Protocol: Security problems

 The piracy tracing problem

 The customer’s rights problem

 The unbinding problem

 The anonymity problem

 The conspiracy problem

The proposed scheme 

 Consists of three protocols:
 Registration protocol
 Watermark generation and embedding 

protocol
 Identification and arbitration protocol

 Entities are: Seller(S), Buyer(B), Certificate 
Authority(CA), Judge(J).
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Notations

Registration protocol



9/10/2011

5

Watermark generation and 
embedding protocol

Identification and arbitration 
protocol
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Implementation of the proposed 
protocol

 Robust spread spectrum watermarking 

technique

 The Paillier cryptosystem

 Collusion-secure fingerprinting code

Security analysis

 The piracy tracing problem: YES

 The customer’s rights problem : YES

 The unbinding problem : YES

 The anonymity problem : YES

 The conspiracy problem : YES
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THE END

Thank you for your 
attention


