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High sensitivity of chaotic systems to initial conditions and parameters implies strong 

cryptographic properties of chaotic cryptosystems that makes them robust against any 

statistical attacks. Random-like behavior and unstable periodic orbits with long periods,

which are quite advantageous to ciphers. In order to preserve confidential data from which are quite advantageous to ciphers. In order to preserve confidential data from 

indiscretion attacks of enemies, spies, opponent, cryptanalysts

Due to some intrinsic features of image such as bulk data capacity and high 

correlation among pixel, encryption of images is different from that of texts



large variety of chaos based cipher have been proposed, but many of them are 
rather disappointing.

useful information can be extracted from the chaotic orbits if chaotic systems 
with simple constructions are directly used to encrypt image

In addition, some chaos-based ciphers have slow performance speeds due to 
analytical floating-point computations, which make the ciphers infeasible in 
practice. 



multiple chaotic systems, multiple iterations of chaotic systems and other 

methods have been proposed to improve these situations

since high-dimensional chaotic systems have a large numbers of positive 

Lyapunov Exponents, bit diffusion, and confusion are conducted in multipleLyapunov Exponents, bit diffusion, and confusion are conducted in multiple

directions of high-dimensional variable spaces; these are of great importance for 

enhancing  security.
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The chaotic sequences are produced by Hyper-chaos  system  advantages

are as follows: 

the structure of the systems are more complexity than the low-dimensional 

system, the variables of systems are more unpredictable numerical sequence.system, the variables of systems are more unpredictable numerical sequence.

the initial system parameters can be used as the key, the key space will be

higher than the low-dimensional chaotic systems





Reconstruction I ' with the low-frequency coefficients of permutations and 

high-frequency coefficients.

m*n

The selection of chaotic systems:

The chaotic sequences (m× n +1000) are produced by the selecting  chaotic system 

and its initial value {x1 , y1 , z1 } and  {x(i)} , {y(i)} and{z(i)} , i=1,2,3,... , m× n



Take out a pixel in order from image I ' (set up the serial number for i )

k(i)mod(i,3)

mod(fix(x(i)*10^10),256)00

mod(fix(y(i)*10^10),256)1

Chaotic Sequence K

mod(fix(y(i)*10^10),256)1

mod(fix(z(i)*10^10),256)2

The gray value of the ith pixels from the Image I ' and chaotic sequence k(i) 

make the XOR operation bit-by-bit and encrypted image I ''



The encryption algorithm has sensitivity with respect to the secret key from the 

design point. But it hasn’t sensitivity with respect to the plain-image. We make partial 

modification for the encryption algorithm for overcoming the defects of the former







To calculate the entropy H(m) [10, 11] of a source m, we have:

where p(mi) represents the probability of symbol  mi  and the entropy is expressed in bitswhere p(mi) represents the probability of symbol  mi  and the entropy is expressed in bits
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new image encryption algorithm based on multiple chaos and wavelet transform 

is proposed. The proposed algorithm has three merits: 

it has a large enough key space to resist all kinds of brute-force attacks; 

the cipher-image has a good statistical property;

the  encryption algorithm is very sensitive to the secret keys  and plain-image; 

therefore this algorithm  applies very well to the case when the demand of 

security  is very high, which may has some potential application in image 

encryption and information transmission based on Internet.
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