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IntroductionIntroduction

 Randomness and statistical tests

 Passive tests vs Active tests Passive tests vs. Active tests 

 d‐monomial test

Multiple‐chi‐square Tests  33

PreliminariesPreliminaries

 Algebraic Normal Form (ANF) 
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 Distribution of ANF coefficients
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PreliminariesPreliminaries

 Pearson’s chi‐square test
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 :  observed frequency
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MultipleMultiple‐‐chichi‐‐square testsquare test

 chi‐square test for binomial distribution
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MultipleMultiple‐‐chichi‐‐square testsquare test

 Multiple‐chi‐square test

  2

0

2
2

4

2
k

k

i

i dist
n

nO   





 Oi is the number of ones for the i th bit

A f t   f “t ” i   i i  i  th   ld f l A factor of “two” is missing in the old formula

 The impact of this factor “2” is at least “4” bits of reduction in the 
complexity (in case of Trivium)
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History of ANF monomial testsHistory of ANF monomial tests

 Filiol’s test [1]

O l   d  i l   f l  d  (   d  ) Only used monomials of low degree ( e.g. d<4 )

 Saarinen’s test [2]

 Improved Filiol’s test by using higher degree monomials

 Test by Englund et al [3] Test by Englund et al [3]

 Improved previous tests by simultaneously using all the 
coefficients of ANF   so the size of observed samples increased
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Our observationOur observation

Lemma. For

According to lemma 1 when forAccording to lemma 1, when  ,                            for 

large v. So there exists        slightly smaller than       which satisfies 

. Therefore from  one can say, with a 

level of confidence    , that       is not a sample of a chi-square 

random variable with  degrees of freedom, hence rejecting the null 
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hypothesis.

Our test Our test 11: ANF monomial dist.: ANF monomial dist.

• Devide IV into two separate vectors (X1 , X2 );

• for  P different values of X2
• Construct Z0 = f (X1);
• Compute ANF coefficients from Z ;• Compute ANF coefficients from Z0;
• Save all the ANF monomials of “f ”

h• let bi be the number of ones in the i th monomial, 
during the above procedure.
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continue…  of  continue…  of  test test 11: ANF monomial dist.: ANF monomial dist.

Compute the chi-square statistic: 

IfIf 

return “cipher”

lelse

return “random”
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Our test Our test 22: MD++: MD++

• Devide IV into two separate vectors (X1 , X2 );

• for  P different values of X2
• Construct Z0 = f (X1);
• Compute ANF coefficients from Z ;• Compute ANF coefficients from Z0;
• Save the ANF monomials of “f ” with 
degrees and n1ndegrees           and 

• let bi be the number of ones in the i th monomial, 
during the above procedure

n1n
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during the above procedure.



continue…  of  continue…  of  test 2: MD++test 2: MD++

Compute the chi-square statistic: 

IfIf 

return “cipher”

lelse

return “random”
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TriviumTrivium

 Trivium is one of eSTREAM candidates in Profile 2 (hardware)

 Was designed in 2005 by C  De canni`ere and B  Preneel Was designed in 2005 by C. De canni ere and B. Preneel.

 Became a part of the portfolio for profile.

 Uses three NFSR with a total length of 288 state bits.

 The initialization phase consists of 1152 rounds in which no 

outputs are generated.
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Our result on Trivium Our result on Trivium –– test test 11

ANF monomial test in 
[1]

Modified ANF 
monomial test

rounds P n P n

672 28 18 27 14

704 26 23 27 19704 26 23 27 19

736 - - 28 25
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Inconsistency of previous testsInconsistency of previous tests

Degrees of
freedom

rounds

40964084204112672

65536655023275116704

1048576104840452420220736
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l i il i i 22Our result on Trivium Our result on Trivium –– test test 22
MD test MD++ test

rounds P n P n

672 25 14 25 14672 2 14 2 14

704 25 19 25 18

736 26 26 26 25
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ConclusionConclusion

 Despite the strength of eSTREAM finalists, the 

distinguishing attacks based on statistical tests can still be distinguishing attacks based on statistical tests can still be 

useful on them. 

 chosen IV attacks have been used to find nonrandom 

ti  i   t  t   i hproperties in recent stream ciphers.

 d‐monomial test: searches for weakness in the distribution of d‐monomials.
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ConclusionConclusion

 There was mistake in computing chi‐square statistics in 

some previous works. Using our notion of multiple‐chi‐

square test, will prevent future possible mistakes.
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