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procedure OBD

input:
o : cluster radius
Tgm - similarity threshold
T, : remove threshold
begin
for cach time period ¢ do
Extract a set S(¢) of flow vectors from S
C(H)=ofwc(S(1),C(t—1),0)
for each cluster ¢; € C(¢) do
Calculate similarity criterion sm(c;) using equation (9)
if (|¢; [>2 and sm(c;) > 7gy ) then
Mark flow vectors in cluster c; as suspicious
Alert "Bot Detected!"
end if
Calculate remove criterion rc(c;) using equation (12)
if rc(c;) > 7, then
C)=C()—{ci}
end if
end for
end for
end procedure
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procedure OFWC

input:
S(t) : Set of flow vectors
o : Cluster radius
C(t—-1) : Set of clusters
output:
C(t) : Set of clusters
begin
for k=1topdo
Calculate f* (tr—1)and f£ (t-1)
end for
for each flow vector f;(¢) € S(¢) do
if fi(t-1)ec; for some c; € C(t—1) then
if d(f;(t),u;) <o then
c;j=(c; = 1f;t=DHU fi(®)
Update centroid
else
cj=c;={fi(t=D}
Update centroid 4 ;
end if
end if
if fi()egc; forall ¢;eC(t—1) then
Find the nearest cluster ¢; € C(t—1) to f;(¢)
if d(f;(t),1;) <o then
¢ = U{fi(0}
else
Make a new cluster ¢; with centroid g
Cit-1)=Ct-DHU{c;}

My =1 @)}
B =t
end if
end if
end for
Cit)=C@t-1

end procedure
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