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Node_function (packet,time)
{
IF time is start of simulation THEN
BEGIN

Initialize quarantine list;
Initialize activity table of neighbors;
This table has following fields:
(Node id, number of received data,
number of sent data, number of sent

rrep )
END

> Time to live
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IF packet is data THEN

BEGIN
INCREMENT number of received data for sender of packet
IF this node isn’t destination THEN
BEGIN
GET next node which it isn’t in quarantine list
IF find next node for forwarding THEN
BEGIN
FORWARD packet to next node
INCREMENT number of sent data to next node
END
ELSE
SEND error packet to source
END
ELSE
RECIEVE packet
END
IF packet is rrep THEN
BEGIN
INCREMENT number of received rrep for sender of packet
IF next isn’t in quarantine list THEN
BEGIN
IF sender of rrep has not been good node THEN
CREATE an opinion request packet broadcast to neighbors of rrep’s sender
SET a timer for process responses
CREATE a temporary list to save responses
FORWARD packet
END
ELSE
DISCARD packet
END
IF packet is opinion request THEN
BEGIN
CHECK if this node has any opinion about requested node
IF this node have any opinion THEN
BEGIN
EXTRACT activities of the requested node from activity table (including number of
received data, number of sent data, and number of sent rrep)
CREATE response packet including the required information
FORWARD response packet
END
ELSE
FORWARD packet
END
IF packet is response packet THEN
BEGIN
IF this node is sender of the opinion request packet THEN
BEGIN
EXTRACT information from packet (including number of received data, number of
sent data, number of sent rrep)
SAVE the extracted information in temporary list
END
ELSE
FORWARD packet
END
IF time is timer expiration THEN
BEGIN
INSPECT all information in the temporary list to judge about node
IF ((sum of sent rrep’s is high) and (sum of sent data is low) and (sum of received data is high)) or high number of
the voters announce this node as a attacker) THEN
BEGIN
ADD attacker to quarantine list
REMOVE all routes to this node in routing table
ALARM this node is a attacker
END
END
IF packet is an alarm THEN
BEGIN
ADD attacker to quarantine list
REMOVE all routes to this node in routing table
ALARM this node is an attacker
FORWARD packet
END

oy



132N 38y Ca5)| ¢ ddnll i) eomd) yRaS| ¢ gt ihiiZ

IR 550,05 PFg FI = Andio (gD ,9 OLLdID

sla RREQ  JLuyl s 4 (soleiig (g e 5 b o p3b
SLej 2 bt gy 3 8l (o 23U (eSSl ¢ ST (gl
Sl ppe sl S0 Al s 4 Wbl oo ol oy gl a0 )5 S
ke RREQ 555 51,85 Mool Ly 5355 )8 (5w 0 b o5 (e
(3LS wleMbl dgng pae Jdd o ol 5 09Me 25 Jloyl (g i
15 b LIl el ol g b dalgs Lol Slebs 4 35 Sl Canlgs >

(Y JS8pg e ol 29 (sl 1]

L ag gl oo
—+— AQDV —E—AAOQDV3 —&— MAODV

005

ooDa
-
‘4, 003
5
3

002

10 15 20
(adll u fa) oos e

Ll 4 il 5 1) UK

——AAQDV == MAODV

1
.Talf'-‘sl.ha;;l.w

SECIS (5o S slasi (a3 b i Jag255 £ 3 1(F) S
ORIl ey UGS (glao)S sl (il L (oaleiin i pel )Ly
S &Sl > b oo (20l AAODYV (29, )y o (Jbs 3 b
& e glb e ol Dlpiidy (gle,S dlaws &S Canl pl Wb o LialS
A 22 A glae)S @Sl > & Slj b HRlE plie
9 5 plolid 1) I3 oS Wlgice 130 o b ool wha o)
e 2l el cnl Al om)oSl Ll wloyy 05 (slao S MBI 4, )
s (295 )3 bl aidlioo 5VL (ol wyoSl Sy (o gl AL
s VL e Jds 4 Grizmen Al SV diy ipos £5

Ablge s syt xS U Gl odleidin wh oSl odleiin

oy

S3w A TS g (55w A lao —F
2wl 03 o3litwl GloMosim Lo auds 38l o 5l (gile ausd Iy
ol 01 duaslio 4LAODV |y (golgitiy pis o) cilisen (glogy L
2o, S Y LSS slao, § olas g O ply 4l )0 39590 (slao)S sluws
il o e Vers )3 yie Veoe (il A laee Cul 003 485 L
Lo a3l 3529 aSed )3 (Sbl3 by dw lacsjlo and cnl > (wionen
Postaie ) Gl Ss )3 i oo Jlo)) 48 4y 1) oy ol £
I astate 5 LU 3 005 (90 3 ksl AODV |59, AODV
5,5 dw L 5)5leal AODV S35, a5y & MAODV , AODV3
Sl dtuilys o Canl S5 005 w3929 4 oy SS9 9 105
i P9y 3 At g9 £5 S oLelid |) (e sladllomle
5oz 3 45 o 1305k Lo AODV & S35 Jlouw MAODV |,
Pt gy ) sl (8l Sl &ty o5 £ 5lde AAODV3
S gy 0= LS ol 008 a3 g U3 05 olulis > 4

(V JS3) 28L (s AODV (g & Su333

R B T K

—+—AOQDV —|—AAQDV3 *— MAODV

.

-

L ]

G N 7

20

15

10
(SU o ) o

ko I3 ey 955 55 1(0) S
ey hs ey ol s GLSen Gisy S 4 (ool by,
oy o 2l lo Joio Sl jop Jo 4 Lladl (o SL2I
LSS 0,5 a sl s 4 AAODVL gy 50 098 0 dzalS 3L
S Yoy hI e (sl S (o Sty @lie 42 b jpne o)lgen
e do dyly (oS jluus 03l JSTgp sl a8 5,8 dn g L anl .l

(¥ JSs)ams (o Jrgoo
s
—— AQDV —l—AAOQDV3E A—MAODV

6000

4000
1,
-2
v

2000

o

o 10 15 20
R e e

o395yl (V) IS0
S ehyls cl Hlyw )5S gl AAODV3 s, a0l s 4



(3]

[4]

(5]

[6]

[7]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

Oyl 38) Qo Al s i) y2S G iisii

118 90,0 FEg PP Sadio ¢ouw 93y oLLEGD

exchange anisotropy," in Magnetism, vol. III, G. T. Rado
and H. Suhl, Eds. New York: Academic, 1963, pp. 271-
350.

S. Makki, N. Pissinou, H. Huang, The Security issues in
the ad-hoc on demand distance vector routing protocol
(AODV), In Proc. of the 2004 International Conference on
Security and Management (SAM’04), pp.427-432

C. E. Perkins, E. M. B. Royer, and S. R. Das, Adhoc On
Demand Distance Vector (AODV) routing, RFC 3561,
July 2003 .

Y.C. Hu and A. Perrig, A survey of secure wireless ad hoc
routing, IEEE Security & Privacy Magazine, vol. 2, no. 3,
pp. 28-39, May/June 2004.

M. A. Shurman, S. M. Yoo, and S. Park, Black hole
attack in wireless ad hoc networks, in ACM 42nd
Southeast Conference (ACMSE’04), pp. 96-97,
Apr.2004.

Y. A. Huang, W. Fan, W. Lee, and P. S. Yu, Cross-
feature analysis for detecting ad-hoc routing anoma-lies,
in The 23rd International Conference on Distributed
Computing Systems (ICDCS’03), pp. 478-487, May
2003.

Y. A. Huang and W. Lee, Attack analysis and detection
for ad hoc routing protocols, in The 7th International
Symposium on Recent Advances in Intrusion Detection
(RAID’04), pp. 125-145, French Riviera, Sept. 2004.
Latha Tamilselvan, Dr. V Sankaranarayanan, Prevention
of Co-operative Black Hole Attack in MANET,
JOURNAL OF NETWORKS, VOL. 3, NO. 5, MAY
2008.

Satoshi Kurosawa, Hidehisa Nakayama, Nei Kato, Abbas
Jamalipour and Yoshiaki Nemoto, Detecting Blackhole
Attack on AODV-based Mobile Ad Hoc Networks by
Dynamic Learning Method, International Journal of
Network Security, Vol.5, No.3, PP.338-346, Nov. 2007.
C. E. Perkins, E. M. B. Royer, and S. R. Das, Ad hoc On-
Demand Distance Vector (AODV) routing, RFC 3561,
July 2003.

Hesiri Weerasinghe, Huirong Fu, Preventing Cooperative
Black Hole Attacks in Mobile Ad Hoc Networks:
Simulation Implementation and Evaluation, International
Journal of Software Engineering and Its Applications
Vol. 2, No. 3, July, 2008.

H. Deng, W. Li, and D. P. Agrawal, Routing security in
ad hoc networks, IEEE Communications Magazine, vol.
40, no. 10, pp. 70-75, Oct. 2002.

S. Lee, B. Han, and M. Shin, Robust routing in wireless
ad hoc networks, in ICPP Workshops, pp. 73, 2002.

M. A. Shurman, S. M. Yoo, and S. Park, Black hole
attack in wireless ad hoc networks, in ACM 2nd
Southeast Conference (ACMSE’04), pp. 96-97, Apr.
2004.

Mehdi Medadian, M.H. Yektaie and A.M Rahmani,
Combat with Black Hole Attack in AODV routing
protocol in MANET, 2009, AH-ICI 2009. First
Asian Himalayas International Conference, pp: 1-5,
3-5 Nov. 2009.

Lata Tamilselvan, Dr.V Sankaranarayanan, Prevention of
Cooperative Black Hole Attack in MANET , Journal Of
networks, Vol. 3, NO. 5, May 2008.

BT
—— AAODV == MAODV
1, s000
3
-~
% 4000
i 5
;i 2000
-
L | 0 4
0 1 2 3
A sla o S sl
SO oo ,S dlaas Wl 381 L b pw () U
Jeess
=—=—AADDV =l—=MAODV
003

3

il

o 002

3.

001 +
4] 2 3

:
J&J#Jhb;)‘“

S 50,5 31asd T3 b el &y il iU o(5) UK

ass -V

Ul)l (> <\Jl> alﬁ.w u)’to> L: ALLOA 9 uw dl)‘ 6‘35) Alis U"l »
9 oased 1) LSS lao)S Cundly (oo by b dja Sl |y oS 00
ol e 3 53w 3Ly 3k IS & gy ) 3 5 i 8

D9y ) 4 (63y90 saaSid 5l gyl > Wl o

oo, S asuis Sblg oYL cds b ooloiiny bgy, @

W 1y s

ol a5 Cunlgd > slapley SBen ioy cle oy @
sladsin Sl o Ly Lol sVl o2 )s SN )l js
Sy 3193l oL g oo aSd (slao)S (ol

b Gials b 56Xl
3L RREQ

AT oSy (gyskd 5 gy Casles oj Jlo calos b g (ol

(1]

(2]

OA

sl 03 Pl &y et 221y oMl

&l
H. Deng, W. Li, and D. P. Agrawal, Routing security in
ad hoc networks, IEEE Communications Magazine, vol.
40, no. 10, pp. 70-75, Oct. 2002.
S. Lee, B. Han, and M. Shin, Robust routing in wireless
ad hoc networks, in ICPP Workshops, pp. 73, 2002.1. S.
Jacobs and C. P. Bean, "Fine particles, thin films and





