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Abstract—In this paper, we employ the concept of proxy 

signatures to propose a buyer-seller watermarking protocol. We 

show that in the proposed protocol, watermarks are generated 

such that the seller is unable to fabricate piracy, but he can trace 

copyright violators. The protocol further protects anonymity of 

the buyer until s/he is adjudicated to be guilty. Moreover, we 

solve the conspiracy problem without imposing any unrealistic 

assumptions about thrust-worthiness of the parties involved. 
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I. INTRODUCDTION 

Due to the expansion of computer networks and advances in 

information technology, fast and convenient exchange of 

digital information is possible. However, digital content can 

easily be edited, transformed and perfectly reproduced. 

Therefore, there is an increasing interest in developing copy 

protection or copy deterrence mechanisms to preserve the 

digital rights of parties involved. One way to protect digital 

content from being stolen is encryption [23] by which we 

make sure that only an intended recipient has the key to 

decrypt the content. Unfortunately, cryptography provides 

little protection against data piracy and does not prevent the 

recipient from making copies of the content and re-selling it. 

    Digital watermarking [4], complementing encryption 

techniques, provides provable copyright ownership by 

imperceptibly embedding the seller’s information in the 

distributed content. The inserted watermark can either be 

visible or invisible. While a visible watermark is usually some 

visible text on the content indicating ownership of the digital 

data, invisible watermarks are hidden and can only be 

perceived with appropriate watermark detection and extraction 

algorithm. Similarly, digital fingerprinting traces and 

identifies copyright violators by embedding the buyer’s 

information in the distributed content. It’s noteworthy that in 

order to resist collusion attacks, fingerprinting can be quite 

expensive [1,21]. In traditional watermarking techniques 

which are based on fingerprinting protocols, the digital 

watermark (containing information about the buyer and the 

seller) is inserted by the seller. If an illegal copy is found, the 

seller traces and identifies the buyer based on this watermark. 

In this setting, the seller knows the watermark and it is 

possible for him to frame an honest buyer by embedding the 

watermark into the content and distributing copies of it. 

Conversely, a dishonest buyer can stage claims that illegal 

copies of the content are actually distributed by the seller 

instead of the buyer. Therefore, even though these techniques 

achieve copyright protection they do not preserve the 

customer’s rights. 

    A buyer-seller watermarking protocol combines encryption, 

digital watermarking, and fingerprinting, in order to ensure 

copyrights protection, privacy, and security for both the buyer 

and the seller simultaneously [5]. A customer (the buyer) 

forwards the encrypted version of a predefined bit-sequence to 

the owner (the seller). The owner then generates a unique 

watermark based on the encrypted data received, inserts it into 

a copy of the digital content, and sends the watermarked copy 

back to the buyer. Since only the buyer knows the secret key, 

he can prove the legitimate ownership of the digital content. A 

secure buyer-seller watermarking protocol is expected to solve 

the following problems: 

 The piracy tracing problem: The seller should be 

able to trace and identify the copyright violator. 

 The customer’s rights problem: The watermark 

content should be produced such that the seller 

would not be able to frame an innocent buyer. 

 The unbinding problem: The seller should not be 

able to fabricate piracy by transplanting the buyer’s 

watermark into other contents. 

 The anonymity problem: The buyer should be 

anonymous during transactions until he is 

adjudicated to be guilty. 

 The conspiracy problem: Malicious parties should 

not be able to collude with each other and mount 

attacks to frame an innocent buyer or to confound 

the tracing by removing the watermark from the 

digital content. 

 

II. EXISTING APPROACHES 

The first known buyer-seller watermarking protocol was 

introduced by Memon and Wong [18], in which watermark 

insertion is performed in the encrypted domain. In this 

protocol, the seller knows the identity of a buyer and therefore, 

the anonymity problem remains unsolved. To overcome this 

problem, in [11,3] the protocol of [18] is improved by 

applying an anonymous key pair in each transaction. However, 
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in both [11, 3], a watermark certificate authority (WCA) is 

introduced who should know the buyer’s identity. Therefore, 

buyer’s anonymity is not preserved under conspiracy attack. In 

[7, 16, 25, 22], anonymous certificates are used to achieve 

anonymity. However, these protocols appear mostly to be 

impractical in real applications. 

    The scheme of [18] also has the unbinding problem. Lei et 

al. [16] address this problem by binding the watermark to a 

common agreement (ARG) through the signature of a trusted 

third party (TTP) in watermarking protocol. Similar methods 

are used in [25,22]. Introducing a third party would threaten 

the security and affects the implementation of the protocol 

(see for example [7]). Therefore, protocols with a (TTP) 

usually have the thrust-worthiness assumption for the third 

party so that the conspiracy problem would be solved. 

Examples can be found in [5,2,13]. 

    Another approach is proposed in [6] where the third party 

(denoted by WCA) issues a tamper-resistant hardware device 

integrated into the seller’s computer for generating 

watermarks. Zhang et al. [25] solve the conspiracy problem by 

eliminating the need of a (TTP). In their protocol, watermark 

is composed of two pieces of secret information, one produced 

by the seller and one produced by the buyer. In this paper, we 

employ proxy signatures to propose a protocol such that all 

problems of Section I are solved without extra assumptions or 

equipment. 

    The structure of the paper is as follows: In Section III, we 

briefly review the required background such as the concept of 

privacy homomorphism and proxy signatures. The proposed 

buyer-seller watermarking protocol is described in Section IV 

and an implementation of the protocol is given in Section V. 

Security analysis is covered in Section VI and finally 

comparisons with other methods are provided in Section VII. 
. 

III. PRELIMINARIES 

A. Privacy homomorphim 

Let E be a cryptosystem defined over the plaintext space , the 
ciphertext space   and the key space   . Let    and    

denote binary operators in P and C, respectively. Then E is said 
to be homomorphic with respect to    and    if for every 

         and      ,              
               . Examples of privacy homomorphism 

cryptosystems with respect to addition on   are the [19,12] 
systems. 

B. Proxy signature 

The concept of proxy signature was introduced by Mambo et 

al. [17]. Proxy signatures can be used in cases where due to 

some reasons (such as absence, workload,etc), an original 

signer wants to delegate his signing rights to other users, 

called proxy signers who can sign on the behalf of the original 

signer. The security requirements for a proxy signature are 

formalized as follows [24]: 

 Distinguishability: Proxy signatures are 

distinguishable from normal signatures by everyone. 

 Verifiability: From the proxy signature, a verifier can 

be convinced of the original signer’s agreement on 

the signed message. 

 Strong unforgeability: A proxy signer can create a 

valid proxy signature for the original signer. But the 

original signer and any third party cannot create a 

valid proxy signature with the name of the proxy 

signer. 

 Anonymity: Only the original signer can determine 

the identity of the corresponding proxy signer from 

the proxy signature.  

 Non-deniability: Once a proxy signer creates a valid 

proxy signature on behalf of an original signer, he 

cannot repudiate the signature creation. In order to 

prevent misuse, there exist different types of 

delegation in the literature.  

    The one we consider in this paper is delegation by warrant. 

A warrant is a certificate signed by the original signer 

indicating the validity period of delegation, the public key of 

the proxy signer, and the type of messages authorized to be 

signed. Note that to achieve the anonymity requirement, the 

warrant should not contain the identity of the proxy signer. To 

ensure strong unforgeability, a proxy signing key is produced 

from the delegation key issued by the original signer and the 

private key of the proxy signer. In [14,15,10,9,8] various 

proxy signatures are proposed. 

IV. THE PROPOSED SCHEME 

In this section, we propose a buyer-seller watermarking 

protocol which can fulfill all the security requirements in 

Section I. We list the notations used throughout the paper in 

Table I. 
Our proposed protocol relies on the concept of proxy 

signatures. There are four participant involved: the Seller (S), 
the Buyer ( ), the Certificate Authority (  ) and the Judge ( ). 
The idea is to consider (   ) as the original signer who 
delegates his signing rights (by warrant) to (B), which means 
that each (B) is a legitimate proxy signer. In order to purchase 
some digital content from ( ), the buyer is also given a proxy 
identity by (  ). The buyer signs the purchase order by a proxy 
signature. Now, when the seller suspects a pirate copy, he can 
convince the judge to force (  ) to extract the identity of the 
malicious buyer from the proxy signature. In our protocol, 
watermark insertion is performed in encrypted domain by 
property of Paillier privacy homomorphism [19]. We further 
need a robust collusion resistant watermarking technique such 
as [4] and a secure anonymous proxy signature.                 Our 
proposed scheme consists of three protocols. First a registration 
protocol is performed between (B) and (  ) in which (B) is 
assigned as a proxy signer. In the watermark generation and 
embedding protocol, performed between ( ) and ( ), the final 
watermarked content is produced. The goal of the identification 
and arbitration protocol, performed between ( ), (  ), and ( ), 
is to reveal the identity of the pirate copy publisher (  ) (or 
overrule the claims made by ( )). Note that we assume the 
presence of a secure public key infrastructure (PKI) where the 
public keys of all entities are certified. 
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Table I   Notation 

  The Seller(Content owner) 

  The Buyer(Proxy signer) 

   The Certificate Authority 

  The Judge(Arbiter) 

           The public and private key of participant 

entity i 

     The purchase agreement between S and B 

for the content 

X 

    The identity of B, 

     he proxy identity corresponding to IDB 

      Encryption of m with the key k using 

Paillier cryptosystem 

     A hash function 

   The watermark corresponding to the entity 

A 

        The warrant given by O to P 

        The delegation key that O assigns to the 

proxy signer P 

         The proxy signing key which the proxy 

signer P computes from          and  his 

own private key      

                 The proxy signature of P on behalf of O on 

message m 

  The concatenation operation 

 

A. The registeration protocol 

In this protocol which is performed between ( ) and (  ), the 

delegation key, the warrant and finally the proxy signing key 

are computed. The details are as follows: 

1) ( ): 

i. Sends            to (  ). 

2) (  ): 

i. Receives             
ii. Computes the proxy identity of   as     , 

and the warrant (        ). 

iii. Computes delegation key          from 

                 
iv. Sends      and                       to 

  and stores              in his database. 

3) ( ): 

i.                               . 
ii. Computes his proxy signing key 

          from     and 

                       
 

B. The watermark generation and embeding protocol 

This protocol is performed between the buyer ( ) and the 

seller ( ). The detail is as follows: 

1) ( ): 

i. Negotiates the     corresponding to the 

digital content   with ( ). 

ii. Generates    . 

iii. Sends (      ,       ,     
 (   ) , 

Sign(          , [    
 (  ) H(    )]) , 

        ) to (S) . 

2) ( ): 

i. Verifies the validity of  

                   
                

and           and aborts the transaction if 

something goes wrong. 

ii. Generates a valid unique watermark   and 

computes       . 

iii. Generates a valid watermark    and a random 

permutation function σ such that σ(   (W)) = 

  (σ(W)) for every valid watermark   and the 

encryption function   with encryption key  . 

iv. Computes         
           

       

σ      
        Since    (.) is privacy 

homomorphic with respect to +, then    
     

         σ      . 

v. sends   to (B) and stores (V ,      ,     
(  ) 

, Sign(           ,[     
(   )||H(      

)])          ,   ,σ) as this sale’s records . 

3) (  ): decrypts   and obtains             
σ      

The reason we apply the random permutation σ will be 

explained in Section IIV. 

C. Identification and arbitration protocol 

When a suspicious copy of  , say   is found, the identification 

and arbitration protocol is performed between ( ), (  ), ( ) 

and (  ) (who has  ) as follows: 

1) ( ): 

i. Extracts from   the first watermark   inserted 

during the watermark embedding protocol. 

ii. Retrieves a sale record that contains   from 

his database. 

iii. Sends 

                 
           (           

*    
             +)                 

σ   to (J). 

2) ( ): 
i. Verifies the validity of 

                            
     

                      

ii. Asks (  ) to decrypt     
(  ).    is proven 

guilty if he does not accept to decrypt and the 

process is terminated. 

3) (  ): decrypts     
(  ) and computes   and sends 

it to (J). 

4) (J): computes     σ         and extracts a 

watermark    from . If   and    match with a 

high correlation, asks (  ) to give identity of the 

buyer corresponding to  . Otherwise, the process is 

terminated. 
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5) (  ): 

i. Receives order from ( ) to reveal the identity 

of the buyer corresponding to  . 

ii. Retrieves identity    from the proxy 

signature

                     
                . 

iii. Sends     to ( ). 
1)  (J): 

i. Receives    . 

ii. Compares identity of    and     in order to 

find out if (  ) is guilty. 

V. IMPLEMENTATION OF THE PROPOSED PROTOCOL 

In this section, we provide an example of the proposed scheme 

in which a robust spread spectrum watermarking technique 

proposed by Cox et al. [4] together with Paillier cryptosystem 

[19] are used. The method of Cox et al. [4] inserts a set of 

independent real numbers                 drawn from 

      into the m largest DCT AC coefficients 

                of an image X using a suitable insertion 

formula to yield modified coefficients                  . The 

following insertion formula can be used as an example: 

    =    + α    , 1 ≤ i ≤ m                                 (1) 

Where α is a small constant. Through the inverse DCT, the 

watermarked image X  can be obtained. Also the 

                are selected as codewords of a Collusion-

secure fingerprinting code [1,21]. 

The Paillier cryptosystem encrypts a message X with g as the 

public key by 

                                            (2) 

Where n is product of two very large primes p and q and r is 

random number such that r < n.  

The corresponding decryption function is 

            
                 

                 
              (3) 

Where        (           ) is the private key and the 

function L is defined as        
   

 
 . In this cryptosystem we 

have:  
                                            (4) 

As in [25], in our scheme, the Seller and Buyer choose their 

private watermark as m independent random samples under 

the Gaussian distribution      
 

 
  as follow: 

   =      ,     , … ,                           (5) 

   =      ,     , … ,                         (6) 

Therefore, our watermark embedding is performed as follow: 

    
              

           
              

        

     
                                                        (7) 

 

VI. SECURITY ANALYSIS 

In this section, we consider security of the proposed protocol. 

We show that our scheme can overcome all the problems 

mentioned in Section I. 

 The piracy tracing problem: Due to the properties of 

proxy signatures, the copyright violator can be identified 

by the Seller and the help of the Judge and the (CA). 

Note that since (S) has no information about  , he 

cannot produce the watermarked content X . However, 

(B) cannot remove the watermark in X  because he has 

no information about   and the random permutation σ. 

  The customer’s rights problem: The seller (S) only 

knows the encryption of    (under (B’) key) and 

therefore cannot obtain any information about   . This 

means that (S) is unable to generate the watermarked 

content X . 

 The unbinding problem: In order for the Seller to 

transplant the Buyer’s watermark    into other contents 

X, (S) should be able to forge the proxy signature 

                      
               . The 

unforgeability assumption of the proxy signature makes 

this impossible. 

  The anonymity problem: Anonymity of the Buyer is 

preserved, since we use a proxy identity for (B). 

 The conspiracy problem: Since the watermark 

embedding protocol is performed only between the (S) 

and (B), no third party is involved, therefore conspiracy 

between either of (S) or (B) and a third party is ruled out. 

 Watermarking robustness: We use watermarking scheme 

proposed in [4] that is robust to operation such as lossy 

compression ,  filtering, rotation and scaling. 

 

VII. COMPARISON 

In Table II, we compare our protocol with [18,3,16,5,2]. 

While the proposed protocol solves all the problems 

mentioned in Section I [18,3] only solve the piracy tracing 

and customer rights problems. Protocols in [16,5,2] do not 

solve the conspiracy problem. Authors in [5] solve the 

conspiracy problem by assuming that the group manager 

(GM) is trustworthy while in our protocol we do not require 

such an unrealistic assumption about any entity. Therefore, to 

have a fair comparison on the ability of these protocols on 

solving the conspiracy problem, we have to remove this 

assumption and mark [5] as in Table II (i.e. unable to solve 

the conspiracy problem).  

    It is also worth mentioning why we have applied a random 

permutation σ on    during watermark generation and 

embedding phase. Without the random permutation (as in 

[25]), we would simply have                  . This 

means that the Buyer (B) would be able to remove    from 

    (as shown in [20]) and therefore the scheme would not 

solve the piracy tracing problem. 

 
Table II Comparison among protocols 

Solve [18] [2] [5] [16] Our scheme 

Piracy-tracing Yes Yes Yes Yes Yes 
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Customer’s 

rights 

Yes Yes Yes Yes Yes 

Unbinding No Yes Yes Yes Yes 

Conspiracy No No No No Yes 

Anonymity No Yes Yes Yes Yes 
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