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Abstract— Trust is an interesting concept in modern computing 

environments such as pervasive computing, P2P networks, social 

networks, etc. There is a huge body of works on how to model 

and evaluate trust and how to decide based on it. However 

despite the importance of trust and its usages in some critical 

systems, verification and validation of trust systems have not 

been sufficiently considered yet. In this paper, a new method for 

modeling and verification of reputation-based trust systems using 

Colored Petri Nets is presented which is called TCPN. The 

proposed method results in proper models for simulation and 

verification using existing tools. A case study is also presented to 

illustrate the concepts and usages of TCPN. 

Keywords- Trust; Modeling; Verification; Colored Petri Nets; 

TCPN 

I.  INTRODUCTION 

Many of modern systems and applications such as 
pervasive computing, P2P networks, grid computing and even 
web applications have employed the concepts of trust [1]. Trust 
is a well-known social behavior; however it’s hard to have 
precise definition for it. It occurs between two entities; a trustor 
who believes that the trustee’s expected behavior occurs and is 
willing to take a risk for that belief.  

There are many researches in the literature which focus on 
trust. These works are generally placed under two main 
categories [7]: Trust Measurement and Trust Management. The 
former deals with how to represent and evaluate the value of 
trust between two nodes while the latter tries to find a way to 
make decision based on trust values. On the other point of view 
measuring (calculating) the trust may be centralized or 
decentralized. Centralized approach via a centralized authority 
or across multiple distributed participants often leads to simple 
solutions but if the centralized authority is not carefully 
designed, it can become a single point of failure for the entire 
system [8]. In the open environment of most modern peer-to-
peer applications, peers do not have a centralized authority or 
repository. Instead, most systems calculate trust in a fully 
distributed manner. Although these decentralized systems are 
inherently more complex, they scale well and avoid single 
points of failure in the system. Reputation-based trust is one of 
these systems which gain lots of interests in recent years.  

Evaluation of trust systems is an important and challenging 
problem especially when they are developed in critical 

applications. Despite the rapidly growing interest on theory and 
applications of trust, to the best of our knowledge, there is 
almost no important work on modeling and verification of trust 
systems. So far, methods for this purpose have been based on 
application specific simulation which forces the user to develop 
or have a specific tool for each application [11][12]. Lack of 
these tools sometimes leads to unverified trust systems. Also 
the behavior of the system is likely unpredictable when 
malisons participates are in the system. In this case a provable 
evaluating approach (like model checking) clearly leads to 
better results. Several papers examine the applicability of 
model checking as mean for verification [9][10] but all focused 
on centralized systems. 

In this paper, a new method for modeling and verification 
of reputation-based trust is presented in which the concepts of 
trust can be formally characterized. The proposed model is 
capable for both simulation and model checking and 
independent from trust application and usage. We start from a 
conceptual model of trust and then formalize the model with a 
state-space approach. The specified model then is represented 
by Colored Petri nets [14] which is a well known extension of 
Petri nets. This trust model is called TCPN. Using colored Petri 
nets enables model to be simulated or verified using existing 
tools. The case study in this paper clears how TCPN helps to 
analyze and evaluate a typical system.   

The reminder of paper is organized as follows: in the next 
section, a brief review on CPN concepts and its related issues is 
presented. The underlying trust model is defined in section 3. 
Section 4 represents the formal definition of the model. TCPN 
and its specifications are described in section 5. In section 6 a 
case study using TCPN is presented and finally the paper ends 
with the conclusion and future works in section 7. 

II. COLORED PETRI NETS  

Colored Petri nets (CP-nets or CPNs) [14][15] is an 
extension of the Petri nets which combines the strengths of 
ordinary Petri nets with the strengths of a high-level 
programming language. Petri nets provide the primitives for 
process interaction, while the programming language provides 
the primitives for the definition of data types and the 
manipulations of data values. CPN models can be made with or 
without explicit reference to time. Untimed CPN models are 
usually used to validate the functional/logical correctness of a 
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system, while timed CPN models are used to evaluate the 
performance of the system. CPN models are capable to be 
simulated or verified with formal methods (i.e. state space 
analysis and invariant analysis). These models are supported by 
several powerful modeling tools, such as Design/CPN [15] and 
CPNTools [16]. 

Each CPN model consists of the following parts [14]: 
Colors set, Places, Transitions, Arcs, Color functions, Guard 
functions, Arc Inscriptions, and Initializing function. Places, 
transitions, and arcs are the basic Petri net components. Color 
set is a finite set of none-empty color types which determines 
the types, operations and functions that may used in the model. 
Color functions assign each place a color. In contrast to Petri 
nets, each token which are contained in the places carries a data 
value belongs to a given color type.  

Each transition may have a guard functions defines an 
expression which must be true for firing the transition. A 
transition called enabled when it has sufficient tokens on its 
input places, in addition these tokens must have values match 
corresponding arc inscriptions. The arc inscriptions describe 
how the state of the CPNs changes when the transitions fire.  
When a transition is enabled, it may be fired. The firing of a 
transition causes a redistribution of tokens, creating a new 
marking. Number of tokens add or removed from a place is 
determined by inscriptions on its incoming and outgoing arcs 
respectively. For more and detailed information about CPN 
model please refer to [14] and [15]. 

III. A CONCEPTUAL MODEL OF TRUST 

Huang and Nicol use a well formed definition for trust [13]: 

“Trust is a mental state comprising: expectancy - the trustor 
expects (hopes for) a specific behavior from the trustee (such 
as providing valid information or effectively performing 
cooperative actions); belief - the trustor believes that the 
expected behavior occurs, based on the evidence of the 
trustee’s competence and goodwill; and willingness to take risk 
- the trustor is willing to take risk for that belief.”  

Consider the following scenario: Alice and Bob are two 
close friends and Trudy is a malicious person who wants to 
mislead them as a trusted person. Trust is measured based on 
history of direct or indirect actions between two individuals. 
For example Alice had a bad experiment with Trudy. Therefore 
she wouldn’t like to trust her anymore based on a previous 
direct experiment. Indirect experiments are called reputations. 
Consider Bob wants to begin a financial transaction with 
Trudy; Alice shares her experiment with him which is the 
reputation of Trudy from the viewpoint of Alice. In this case 
Bob will not trust Trudy based on this indirect experiment. 
Alice might not give her experiment to Bob, and Bob who 
doesn’t know anything bad about Trudy, will start his financial 
transaction with her.  

 As above story illustrated, each trust measurement system 
is based on direct experiments and reputation. Let’s define 
some terms. “Node” refers to each entity of the society. A node 
may be a person in the society or a sensor in a wireless sensor 
network. “Action” and “Recommendation” are to perform 
direct or indirect experiments (i.e. reputation) respectively. An 
action may be having a social manner or passing information 

over the network. When the context of environment is constant, 
the value of trust is changed over the time as discrete-event 
system. Events are performed when an action or 
recommendation is occurred. We call them Action Event and 
Recommendation Event. In the above story, Trudy has acted 
something bad about Alice which makes her to do not trust 
Trudy anymore. Also about the trust of Bob to Trudy, Alice 
might recommend to him about Trudy. Note that it is a 
negative recommendation in fact.  

On the other hand, some malicious nodes may exist in the 
system. In such cases, different types of attacks can be 
considered [7]. These attacks are categorized as: On-Off, 
location dependent, bad mouthing, selective misbehavior, Sybil 
and newcomer attacks. In all attacks, malicious one tries to be 
keeping herself as a trusted node using misleading actions or 
reputation. She intends to execute her malicious plan whenever 
she deceives others. Every proposed model for trust must be 
able to consider these attacks and also should be able to verify 
the system against them. 

Action is one of the event types change the trust state of the 
system. An action may be bad or good, where good actions 
increase trust and bad ones decrease it. In practice, usually 
there is no absolute good action or bad action. Nodes may have 
small mistakes or big mistakes. It could be referred to as a 
fuzzy behavior. The model should distinguish between these 
types of actions; therefore each action must have a weight 
which shows the rate of its trueness. For example, Alice may 
complete all her works except one. This action has a weight of 
0.9 if her work has ten parts. As two interesting samples, 
weights of zero and one imply an absolute bad and good action 
respectively; however these absolute actions may be 
implausible in a real scenario. 

In children’s stories, bad peoples always do bad actions 
while heroes always do the best. Despite the beauty of this 
world, in practice, again there is no absolute good node or bad 
node. A real node may have good actions or bad actions. For 
example, Alice is a good person however she is sometimes 
naughty. Also Trudy may sometimes act good to deceive 
others. To model this environment correctly, a probabilistic 
model should be considered; therefore each action may or 
might not occur in a specific random probability distribution 
which is called the probability of the action event. Thus, if the 
probability of an action in some specific node is 0.9, it means 
the person might do the action with the probability of 0.9 and 
might do not it with probability of 0.1. Again, probability of 
one and zero are two interesting cases which represent a node 
forced to do an action or never do it respectively. It is worth to 
mention again that every possible action has a weight in 
addition to its probability as described before.    

A recommendation event occurred whenever a node x says 
the reputation of node y from its own viewpoint to node z. In a 
simple model, there exist two types of nodes: Truthful and 
Liar. A truthful node recommends others the truth (i.e. exactly 
what he believe about others) while a liar node just say lie 
(partially similar to bad mouthing attacks). The liar node tries 
to mislead others using absolute false information. 
Nevertheless in real world an absolute liar will be discovered 
soon by others therefore malicious nodes try to hide their lies 

2



between truths (as it always happened in our world’s daily 
news!). This could be done in two ways. In the first method, 
Trudy may sometimes say lie and sometimes say right like 
what a malicious node do in on-off attack. In the second way, 
Trudy does not say an absolute lie. She says truth but just 
changes some small parts of it. This recommendation likely 
seems as a true one that could be accepted by others; however 
Trudy has changed it a little toward her malicious goals. To 
have a general model, we have considered both cases. So every 
recommendation event has a level of trueness called veracity 
which shows how much false is it (as same as weight of an 
action) in addition to a probability which shows how often it 
occurs (as same as probability of each action). The probability 
of recommendation event helps to model bad mouthing attacks 
while veracity parameter makes it possible to study some 
interesting cases such as rumor, overstate and understate. 
Suppose Hercules picked up 100 Kg. X sees what happened 
and wants to say to other but he likes to overstate and show it 
more than real, thus he says to Y that Hercules picked up 110 
Kg. Indeed a recommendation event is occurred with 0.9 as the 
level of veracity. Y does the same and says to Z Hercules 
picked up 150 Kg. In this way when Alice hears the news, she 
wonders how Hercules can pick up 3000 Kg! It’s the way that 
rumor could be modeled with the proposed method. 

This section has presented a conceptual model includes 
probabilistic/weighted action and recommendation events. In 
next section, a formal definition of this model is presented and 
discussed. 

IV. FORMALISM 

As mentioned in previous section, for modeling of trust it is 
required to consider action and recommendation events in 
addition to nodes and trust values between each unique pair of 
them. Let’s have two definitions: 

Definition 1: An action event means one node (e.g. x) does 
something for another node (e.g. y) which has a specified value 
called weight and may be happened with the probability of p. 

Definition 2: A recommendation event means one node 
(e.g. x) says its opinion about another node (e.g. z) to a third 
(e.g. y). It might be happened with the probability of p and has 
a veracity level of v.  

 The proposed model should be independent of how trust is 
measured and used; in addition it must be capable to verify any 
trust measurement methods. For this reason each state of model 
contains just trust values between each two unique pair of 
nodes which is named trust matrix.  

Definition 3: The trust matrix (displayed by Trust) is a 
matrix which its rows and columns are nodes identity and its 
cells contain the corresponding trust values. trust(x,y) 
represents the trust value of node x to node y. 

The formal definition of the trust model consists of: 

                

where S denotes the set of nodes (i.e. peoples, sensors, etc) 
and I is an initial value for trust matrix (i.e. initial state). 

Moving between states is done by events.There exist two types 
of events: Action event and Recommendation event which are 

presented by  and  respectively. Each event may change the 
trust matrix. Also    and    are responsible to change the trust 

matrix after firing the corresponding event.  

Initial trust which is presented by I shows that how nodes 
trust each others at initial state. It’s clear that it is not required 
to define it when the question is about a steady-state property. I 
is defined as follows: 

            

Here, Trust refers to the trust matrix. However I may be 
filled by any desired values, the following seems appropriated 
for lots of cases. 

                              
          

Above equation means each node has maximum trust to 
itself and minimum trust to others. 

Action events are represented by the function . As 
mentioned before, every action has a weight and a probability. 

 is defined as 

              
              {                        }



x and y are according to definition (1). Note that it is 
allowed to have more than one action event between two 
nodes. Here         displays the weight and probability of i

th
 

possible action event between x and y. 

Recommendation events are shown by  function. Each 
recommendation has two parameters: veracity and probability. 

Again  is defined as 

                  
              {                        }



where x and y are according to definition (2) and the 
veracity and probability of i

th
 possible recommendation event 

between x and y is shown by        . 

Up here, definitions are used to model the society.    and 
   are responsible to model the trust measurement system that 

should be evaluated. As mentioned before,    and    are two 

functions which are used to update trust matrix after firing any 
action or recommendation event respectively.    as the simpler 
function just defines how trust is changed when an action with 
specific weight is fired. The definition of    is as follows: 

                      

3



Here Trust and Weight represent trust matrix and weight of 
the fired action event respectively. The former trust is the trust 
matrix before event and the latter is the value after that. 
Nevertheless the whole of trust matrix is not necessary 
here.When an action event is fired, node x has done something 
for node y which at most might change the trust value between 
x and y.Therefore it is sufficient to just use the trust of x from 
the viewpoint of y instead of the whole trust matrix i.e.: 

                                

The above definition is used in case studies to keep it 
simple. 

   is also used to update trust matrix after firing any 

recommendation event.    is defined as: 

                        

As mentioned before, recommendation event models 
reputation in the society. According to definition (2), there 
exist at most three trust values interfere in each 
recommendation event: trust of x in the viewpoint of y, trust of 
z in the viewpoint of x and trust of z in the viewpoint of y 
which the last value is the only one that is required to be 
updated. It is sufficient to put these values instead of trust 
matrix (as it is done in   ), so the definition is rewritten as: 

                                   
                     

Here x, y and z are corresponding to definition (2). The 
modeler is responsible for the exact definition of   and   . 

These definitions show how system evaluates trust values. The 
proposed formal model is independent of how system evaluates 
trust (i.e. the definition of above functions). In the other word, 
the goal of the model is to verify them in the presence or 
absence of malicious nodes.  

V. TRUST CPN MODEL 

In previous sections our conceptual model of trust and its 
formalism was presented. In this section the trust model using 
Colored Petri nets which is called TCPN is presented. First, 
some simplifications are applied on the model.  

In the proposed trust model, each trust value represents the 
trust between two nodes. The trust value is generally a float 
number, however due to the limitation of CPN, float values are 
not allowed in the model. Therefore in TCPN model each trust 
value is considered as an integer number between 0 (no trust) 
and 100 (maximum trust). The same issue is happened with 
veracity and weight. Also for simplicity, all action and 
recommendation events have the same probability to occur; so 
the parameter p is removed from in Eq. (4) and (5) that should 
be rewritten as: 

             
               



Although CPN has a well implementation of stochastic 
events and this change is not required, but for simplicity we 
have decided to apply it. 

As mentioned in Section 2, each CPN model consists of the 
following parts: Colors set, Places, Transitions, Arcs, Color 
functions, Guard functions, Arc Inscriptions, and Initializing 
function. Any node in the society is modeled by a place; thus 
the set of places in TCPN model is equal to S in Eq. (1).  

Each node is responsible for itself and keeps only the trust 
values of other nodes in its viewpoint. Therefore trust matrix is 
divided between nodes (i.e. places) as trust vectors. 

Definition 4: A trust vectoris a row of trust matrix that 
keeps only trust values of a specific node to other ones. 

Each node only keeps its trust vector. The corresponding 
color type for trust vector is TrustToken. Here the combination 
of all trust vectors reconstructs the trust matrix. 

Colors set of the TCPN model is shown in table (1). All 
definitions are based on the syntax and semantics of 
CPNTools[16]. Color function and initialization function in 
TCPN model define the color type and the initial marking of 
each place. In the proposed model, color type of each place is 
TrustToken. The initial marking of each place based on I in Eq. 
1 is defined as: 

                  ⋃       
   

 

Where P and S are the set of places and nodes respectively 
and        stands for the initial trust of x from the viewpoint of 
s. Eq. (11) assigns each place the corresponding trust vector of 
the initial trust matrix.  

In the TCPN model, action or recommendation events are 
modeled using CPN transitions. All transitions are always 
enabled. Action transitions change the marking of TCPN as: 

                                          
             

Here x and y are according to definition (1). The 
corresponding transition is named       which stands for 

action transition between x and y with the weight of w. It 
should be located between places x and y. 

TABLE I.  COLORS SET OF TRUST CPN MODEL 

Name Definition 

Trust int with 0..100 

Weight int with 0..100 

Veracity int with 0..100 

TrustToken list Trust with |S|...|S| 
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For recommendation events, node x tells its trust vector to 
node y but with a little change according to its veracity. This 
may change all trust values from the viewpoint of y except the 
trust of itself (i.e. y) and x (as it is shown in Eq. (13)). Again 
this event is modeled by a transition in TCPN which is called 
      and should be located between places x and y. Here v 

means the veracity of the recommendation. Marking of TCPN 
after this transition follows as: 

                     ⁄    
    (          )    
                     ⁄     

⋃           
           

                                       



Note that the parameters in the above definition are the 
same as in Eq. 12 and    and v were defined in Eq. 5. It’s also 

worth to mention again that all transitions in TCPN are enabled 
and each place always has the marking equals to one. 
Transitions do not add or remove tokens and just update their 
values based on the corresponding event. In the next section a 
case study for TCPN is represented which illustrates the TCPN 
definitions and clears its usage. 

VI. CASE STUDY 

In this section, the discussed scenario in section 2 is 
represented again using TCPN as a case study.The assumption 
is that TCPN model is aware of how trust is measured (in fact 
TCPN tends to analyze the trust measurement system). Here 
the trust measurement system under analysis is defined based 
preliminary work of [6].    is defined in a way that one node 
remembers the history of about four previous actions: 

         
       

[                   ]

 
 

   updates the trust of trustee considering the veracity and 

trust value between x and y where 

         
       [          

 [              ]
                      
         ]     

Although the above functions are too simple for a real 
system but they are sufficient here because the aim is to 
illustrate the definitions and usage of TCPN. Note that one can 
use his desired trust measurement system here instead of the 
above equations to analyze its behavior using TCPN.  

In the story, Alice and Bob are two close friends and Trudy 
is a malicious one who tries to mislead them. Initial trust 
between people is shown in table (2). We considered that Alice 
is young, so she has not enough experience to does all her 
duties perfectly. The most valuable work that she can do has 
the weight of 70 out of 100 i.e. 70% of the perfect duty. In 
addition she never does her job worse than 50%. Therefore the 
weights collection of her possible actions is the set of numbers 
between 50 and 70. Alice could not detect her friend or foe; 
hence she has the same behavior with both Bob and Trudy. 
Also she likes to make the story more exciting, so in the 
recommendation events she tells the truth but with a little 
imagination which is modeled via using a random value 
between 20% and 50%. Bob is the older people and he has 
more experience. Therefore he could do his duties better. In 
fact he does his jobs with the weight between 50 and 80. In 
addition he knows Trudy is not trusted as she should be, so Bob 
has more cautious when communicating with Trudy. In fact he 
tries to act with Trudy with the weight of 30 to 60. On the other 
hands while he may tell the whole truth to Alice, he tries to 
hide truth from Trudy and make some false information for her 
(which is vary between 30% and 60%). 

Finally, Trudy who wants to gain the trust of others 
performs the best as she can. She follows the “divide and rule” 
strategy and would like to make Alice and Bob distrust each 
others. In this way, she tries to lie to them but not a complete 
lie which simply could be discovered. Indeed she tells her 
opinion with the veracity of 20 to 50 out of 100. This means 
she tells the truth mixed by 50% to 80% of false information. 
Here false information stands for random information. Weight 
of actions and veracity of recommends are shown in tables (3) 
and (4) respectively.  

TABLE II.  INITIAL TRUST BETWEEN PEOPLE 

I Alice Bob Trudy 

Alice 100 50 0 

Bob 30 100 0 

Trudy 0 0 100 

TABLE III.  WEIGHT OF POSSIBLE ACTIONS 

 Alice Bob Trudy 

Alice  40…70 40…70 

Bob 50…80  30…60 

Trudy 100 100  

TABLE IV.  VERACITY OF POSSIBLE RECOMMENDATION 

 Alice Bob Trudy 

Alice  50…80 50…80 

Bob 80…90  40…70 

Trudy 20…50 20…50  
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Figure 1.   TCPN model of case study 

The TCPN model of the proposed story is shown in figure 
(1). Each place (shown by ellipses) presents a person in this 
society. Colored rectangles represent transitions; red ones show 
action transitions and blue ones represent recommendation 
transition. There are two transitions between each pair of nodes 
to make them capable to act or recommend with each others. 
While the range of possible actions and recommendations are 
continues, a random function could be used to generate any 
possible action or recommendation in the range.  

To analyze the behavior of the simple trust measurement 
system, let us ask the question as “Can Trudy deceives Alice 
and Bob?”. The story model is simulated using CPNTools. The 
steady-state of TCPN’s trust matrix as the final result is 
displayed in table (5). As it is shown, Trudy can gain the trust 
of others while Alice and Bob will distrust together. Therefore 
the assumed trust system has weakness against malicious 
nodes.  

Another scenario could be considered when Trudy is 
recognized as a distrusted person, so she has forced to migrate 
from the society. Alice and Bob keep the communication 
together. However there is no Trudy between them but they can 
talk about her. This story shows how a legend is formed. As 
before each person would like to say a little lie (especially 
Alice that say more lie) but not a complete one. The result of 
this TCPN model is shown in table (6). As it is shown, people 
will trust to a gone person with the value of about 20 while she 
was a completely distrusted person (i.e. initial trust value = 0). 
Here a legend is making about Trudy. 

VII. CONCLUSION AND FUTURE WORKS  

In this paper, a new model for evaluation and verification of 
reputation-based trust is represented. The proposed model 
called TCPN is based on Colored Petri nets. In this model each 
node is represented by a place that could act with some specific 
weight or recommend to others with a level of veracity. TCPN 
model is independent of how trust is measured and it is capable 
to evaluate the performance and behavior of the desired 
systems either with simulation or model checking. TCPN also 
could be assessed against some types of attacks and situations 
like bad mouthing and legends.  

TABLE V.  STEADY STATE TRUST MATRIX OF THE FIRST SCENARIO 

Trust Alice Bob Trudy 

Alice  48 90 

Bob  51  91 

Trudy 45 55  

TABLE VI.  STEADY STATE TRUST MATRIX OF THE SECOND SCENARIO 

Trust Alice Bob Trudy 

Alice  54 21 

Bob 60  17 

Trudy    

 

The proposed method is unable to model some types of 
attacks. On-Off attack is a sample which needs to include time. 
However it will be easy to consider it in Timed Colored Petri 
nets. Also TCPN is not capable to model an absolute 
badmouthing attack. In a bad mouthing attack one may say bad 
about others while in TCPN one could be liar but a lie is not 
always bad. In fact TCPN is designed to model actual 
behaviors not pharisaic ones. We intend to extend the TCPN to 
support these types of attacks by changing the definition of    
and   . 

TCPN model like other CPN models could be verified 
through model checking and the requested questions may be 
expressed using temporal logic (e.g. CTL). To the best of our 
knowledge, it will be the first try to verify a trust model using 
model checking. As our future work we are going to do it too. 
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